U.S. Application No.: 09/807,703 
Attorney Docket No.: 09812.0441 

AMENDMENTS TO THE CLAIMS: 

This listing of claims will replace all prior versions and listings of claims in the 

application: 

1. (Currently Amended) An information recording apparatus comprising: 
inputting means for inputting enciphered contents information; 

contents information deciphering means for deciphering the enciphered contents 
information; 

access position extracting means for extracting recording medium access 
positions from the deciphered contents information , the recording medium access 
positions indicating addresses on a recording medium corresponding to a time stamp in 
the contents information : 

management information creating means for creating management information 
that includes the recording medium access positions from the deciphered contents 
information; and 

recording means for recording the enciphered contents information on a first area 
of a recording medium, recording information for enciphering the contents information 
on a second area of the recording medium, and recording the management information 
on a third area of the recording medium. 

2. (Canceled) 

3. (Original) The information recording apparatus according to claim 2 wherein 
said contents information is inputted in the form of the transport streams prescribed by 
the MPEG 2 systems, and wherein 



-2- 



U.S. Application No.: 09/807,703 
Attorney Docket No.: 09812.0441 

said management information shows the access positions for said contents 

information by means of the time stamps for said transport streams and addresses on 

the recording medium. 

4. (Original) The information recording apparatus according to claim 1 wherein, 
as access positions described in the management information, positions where random 
accesses are possible to said contents information are extracted. 

5. (Original) The information recording apparatus according to claim 4 wherein 
said contents information is inputted in the form of the transport streams prescribed by 
the MPEG 2 systems; and wherein 

for the access positions described in said management information, transport 
packets each containing a sequence header code are extracted. 

6. (Currently Amended) An information reproducing apparatus comprising: 
reading means for reading contents information and management information 

from a recording medium , the management information including recording medium 

access positions that indicate addresses on the recording medium corresponding to a 

time stamp in the contents information : and 

reading position controlling means for controlling the reading positions of the 

contents information on the recording medium based on the management information 

read from the recording medium; 

wherein the contents information is enciphered; and 

wherein the managomont i nformat i on includ e s recording medium access 

positions are determined from the contents information pr e v i ously extract e d from th e 

d e c i ph e r e d cont e nts i nformat i on . 
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7. (Original) The information reproducing apparatus according to claim 6 wherein 
said management information shows the access positions for the contents information 
by means of time information of the contents information and addresses on the 
recording medium. 

8. (Original) The information reproducing apparatus according to claim 7 wherein 
said contents information is recorded on the recording medium in the form of transport 
streams prescribed by the MPEG 2 systems; and 

said management information shows the access positions for said contents 
information by means of the time stamps of said transport stream and addresses on the 
recording medium. 

9. (Original) The information reproducing apparatus according to claim 6 wherein, 
as access positions described in said management information, positions where random 
accesses to said contents information are available are shown. 

10. (Original) The information reproducing apparatus according to claim 9 
wherein, said contents information is inputted in the form of transport streams 
prescribed by the MPEG 2 systems; and wherein 

as access positions described in said management information, transport 
packets each containing a sequence header code are shown. 

1 1 . (Currently Amended) An information recording/reproducing apparatus 
comprising: 

inputting means for inputting enciphered contents information; 
contents information deciphering means for deciphering the enciphered contents 
information; 
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access position extracting means for extracting recording medium access 
positions from the deciphered contents information , the recording medium access 
positions indicating addresses on a recording medium corresponding to a time stamp in 
the contents information : 

management information creating means for creating management information 
that includes the recording medium access positions from the deciphered contents 
information; 

recording means for recording the enciphered contents information on a first area 
of a recording medium, recording information for enciphering the contents information 
on a second area of the recording medium, and recording the management information 
on a third area of the recording medium. 

reading means for reading the contents information and the management 
information from the recording medium; and 

reading position controlling means for controlling the reading positions of the 
contents information on the recording medium based on the management information 
read from the recording medium. 

12. (Canceled) 

13. (Original) The information recording/reproducing apparatus according to 
claim 12 wherein said contents information is inputted in the form of the transport 
streams prescribed by the MPEG 2 systems; and 

said management information shows the access positions for said contents 
information by means of the time stamps of said transport streams and addresses on 
the recording medium. 
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14. (Original) The information recording/reproducing apparatus according to 
claim 11 wherein, as access positions described in said management information, 
positions where random accesses for said contents information are possible are 
extracted. 

15. (Original) The information recording/reproducing apparatus according to 
claim 14 wherein said contents information is inputted in the form of the transport 
streams prescribed by the MPEG 2 systems; and wherein 

for the access positions described in said management information, transport 
packets each containing a sequence header code are extracted. 

16. (Currently Amended) An information recording method comprising the steps 

of: 

inputting enciphered contents information; 
deciphering the contents information; 

extracting recording medium access positions from the deciphered contents 
information , the recording medium access positions indicating addresses on a recording 
medium corresponding to a time stamp in the contents information ; 

creating management information that includes the recording medium access 
positions from the deciphered contents information; and 

recording the enciphered contents information on a first area of a recording 
medium, recording information for enciphering the contents information on a second 
area of the recording medium, and recording the management information on a third 
area of the recording medium. 

17. (Canceled) 
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18. (Original) The information recording method according to claim 17 wherein, 
said contents information is inputted in the form of transport streams prescribed by the 
MPEG 2 systems; and wherein 

said management information shows the access positions for said contents 
information by means of the time stamps for said transport stream and the addresses 
on the recording medium. 

19. (Original) The information recording method according to claim 16 wherein, 
as access positions described in said management information, positions where random 
accesses are possible for said contents information are extracted. 

20. (Original) The information recording method according to claim 19 wherein, 
said contents information is inputted in the form of the transport streams prescribed by 
the MPEG 2 systems; and 

as access positions described in said management information, transport 
packets each containing a sequence header code are extracted. 

21. (Currently Amended) An information reproducing method comprising the 
steps of: 

reading contents information and management information from a recording 
medium , the management information including recording medium access positions that 
indicate addresses on the recording medium corresponding to a time stamp in the 
contents information ; and 

controlling the reading positions of the contents information on the recording 
medium based on the management information read from the recording medium; 

wherein the contents information is enciphered; and 
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wherein the manag e m e nt i nformat i on i nc l ud e s recording medium access 

positions are determined from the contents information pr e vious l y extracted from th e 

d e c i ph e r e d cont e nts information . 

22. (Canceled) 

23. (Original) The information reproducing method according to claim 22 wherein, 
said contents information is recorded on a recording medium in the form of transport 
streams prescribed by the MPEG 2 systems; and wherein 

said management information shows the access positions for said contents 
information by means of the time stamps of said transport streams and the addresses 
on the recording medium. 

24. (Original) The information reproducing method according to claim 21 wherein, 
as access positions described in said management information, positions where random 
accesses to said contents information are possible are shown. 

25. (Original) The information reproducing method according to claim 24 wherein, 
said contents information is inputted in the form of transport streams prescribed by the 
MPEG 2 systems; and 

as access positions described in said management information, transport 
packets each containing a sequence header code are indicated. 

26. (Currently Amended) An information recording/reproducing method 
comprising the steps of: 

during the recording process: 

inputting enciphered contents information; 

deciphering the contents information; 
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extracting recording medium access positions from the deciphered contents 
information , the recording medium access positions indicating addresses on a recording 
medium corresponding to a time stamp in the contents information : 

creating management information that includes the recording medium access 
positions from the deciphered contents information; and 

recording the enciphered contents information on a first area of a recording 
medium, recording information for enciphering the contents information on a second 
area of the recording medium, and recording the management information on a third 
area of the recording medium. 

during the reproducing process: 

reading the contents information and the management information from the 
recording medium; and 

controlling the reading positions of the contents information on the recording 
medium based on the management information read from the recording medium; 

wherein the contents information is enciphered; and 

wherein the manag e m e nt i nformation i nclud e s recording medium access 
positions are determined from the contents information previous l y extracted from th e 
dec i ph e r e d contents information . 

27. (Canceled) 

28. (Original) The information recording/reproducing method according to claim 
27 wherein, said contents information is inputted in the form of transport streams 
prescribed by the MPEG 2 systems; and wherein 
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said management information shows the access positions for said contents 

information by means of the time stamps of said transport stream and the addresses on 

the recording medium. 

29. (Original) The information recording/reproducing method according to claim 
26 wherein, as access positions described in said management information, positions 
where random accesses to said contents information are possible are extracted. 

30. (Original) The information recording/reproducing method according to claim 
29 wherein, said contents information is inputted in the form of the transport streams 
prescribed by the MPEG 2 systems; and 

as access positions described in said management information, transport 
packets each containing a sequence header code are extracted. 

31. (Currently Amended) A recording medium wherein the following are 
recorded: 

enciphered contents information, and 

processor readable management information that includes instructions for 
causing the processor to acc e ss process data stored at recording medium access 
positions on the recording medium , the recording medium access positions indicating 
addresses on the recording medium corresponding to a time stamp in the contents 
information . 

32. (Canceled) 

33. (Currently Amended) The information recording apparatus according to claim 
1 further comprising: 
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receiving means for receiving , from another device, enciphered contents 
information and a contents key cipher k e ys used to encipher the contents information 
transmitted from other apparatuses by moans of commun i cat i on m e ans ; and 

c i ph e r contents key enciphering means for enciphering the contents key using a 
medium key; creating e nciph e r e d ciph e r k e ys obta i n e d by e nc i ph e r i ng c i ph e r k e ys 
r e c ei v e d by th e r e c ei ving m e ans by th e first c i ph e r k e y, and 

wherein the contents information deciphering means deciphers the enciphered 
contents information received from the other device us e s th e rece i v e d c i ph e r k o y to 
d e ciph e r tho enc i ph e red cont e nts informat i on roco i v e d to obta i n cont e nts informat i on ; 
and 

wherein the recording means records the enciphered contents key ciph e r k e ys 
on the recording medium as the information for enciphering the contents information. 

34. (Currently Amended) The information recording apparatus according to claim 
[[1]] 33 further comprising: 

first c i ph e r medium key creating means for choosing the fifst ciph e r medium key 
used to encipher the cipher contents key by using a formula that includes recording 
medium identification information read from the recording medium. 

35. (Currently Amended) The information recording apparatus according to claim 
[[1]] 33 further comprising: 

first c i pher medium key creating means for choosing the medium tho f i rst c i ph e r 
key used to encipher the ciph e r contents key; and 
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s e cond c i ph e r master key creating means for choosing a master tho second 

c i ph e r key used to encipher the f i rst c i ph o r medium key by using a formula that includes 

the recording medium identification information read from the recording medium. 

36. (Currently Amended) The information recording apparatus according to claim 
[[1]] 33 further comprising: 

s e cond c i ph e r master key creating means for choosing a master th e s e cond 
c i ph e r kev : the master key used to encipher the medium key and chosen using a 
formula that includes recording medium identification information read from the 
recording medium: us e d to d e c i ph e r th e f i rst c i ph e r k e y e nc i ph e r e d and r e ad from th e 
r e cord i ng m e d i um bas e d on th e r e cording m e d i um i d e ntif i cat i on i nformation r e ad from 
th e r e cord i ng m e d i um ; and 

first ciph e r medium key deciphering means for deciphering the medium kev 
enciphered by the master kev: th e f i rst ciph e r k e v e nc i ph e r e d by us i ng th e s e cond 
ciph e r k e y cr e at e d , 

wherein the c i ph e r contents key enciphering means enciphers the c i phor k e ys 
contents kev received from the receiving means by using the first ciph e r medium key. 

37. (Currently Amended) The information recording apparatus according to claim 
1 further comprising: 

receiving means for receiving , from another device, enciphered contents 
information and th e c i ph e r k e ys a contents kev used to encipher the contents 
information transmitt e d from other apparatuses by moans of commun i cat i on m o ans ; 
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ciph e r k e y cr e at i ng information creating means for creating ciph e r k e y cr e ating 
contents key generation information that can be used to croate generate the contents 
key c i ph e r koyo basod on th e c i ph e r k e ys received from by the receiving means; and 

cipher k o y cr e at i ng contents key generation information enciphering cr e ating 
means for enciphering the contents key generation cr e at i ng e nciph o r o d ciph e r k e y 
cr e at i ng information with a medium key obtain e d by e nciph e ring by th e f i rst ciph e r k e y 
th e c i ph e r k e y cr e at i ng informat i on cr e at e d , and 

wherein the contents information deciphering means deciphers the enciphered 
contents information r e c ei v e d by m e ans of c i ph e r k e ys r e c ei v e d to r e stor e cont e nts 
i nformat i on ; and 

wherein the recording means records the enciphered cipher key cr e ating 
contents key generation information on the recording medium as the information for 
enciphering the contents information. 

38. (Currently Amended) The information recording apparatus according to claim 
[[1]] 33 wherein, the management information shows the access positions for contents 
information by means of the time information for contents information and the addresses 
on the recording medium. 

39. (Currently Amended) The information recording apparatus according to claim 
[[1]] 38 wherein, the contents information is inputted in the form of transport streams 
prescribed by the MPEG 2 systems; and 

the management information shows the access positions for the contents 
information by means of the time stamps of the transport streams and the addresses on 
the recording medium. 
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40. (Currently Amended) The information recording apparatus according to claim 
[[1]] 33 wherein, as access positions described in the management information, 
positions where random accesses for the contents information are possible are 
extracted. 

41. (Currently Amended) The information recording apparatus according to claim 
[[1]] 40 wherein, 

the contents information is inputted in the form of transport streams prescribed 
by the MPEG 2 systems; and 

for the access positions described in the management information, transport 
packets each containing a sequence header code are extracted. 

42. (Canceled) 

43. (Currently Amended) The information r e cord i ng reproducing apparatus 
according to claim 6 wherein; [[,]] 

the recording medium contains an enciphered oipfref contents key A 

the contents key is the key used to encipher the contents information, obta i n e d 

by e nciphering th e c i ph e r k e y used for e nciph e r i ng contents informat i on as information 

for e nc i ph e ring th e cont e nts i nformation, and furth e r compr i s i ng: 

the information reproducing apparatus further comprising c i ph e r k e y a contents 

key deciphering means for deciphering the contents key e nc i pher e d c i pher key using a 

medium key by m e ans of th e first c i ph e r k e y . 

44. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 43 further comprising: 
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f i rst ciph e r medium key creating means for choosing the f i rst c i pher medium key 

used to decipher the c i ph e r contents key A by th e cipher k e y d e c i pher i ng means the 

medium key chosen using a formula that includes the recording medium identification 

information read from the recording medium. 

45. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 43 further comprising: 

f i rst c i ph e r medium key deciphering means for deciphering the first ciph e r 
medium key us e d to d e c i ph e r th e c i pher koy using th o second c i ph e r a master key; and 

s e cond c i ph e r master key creating means for choosing the s e cond c i ph e r master 
key , the master key chosen using a formula that includes us e d to d e ciph e r th e first 
c i ph e r k e y by m e ans of th e recording medium identification information read from the 
recording medium. 

46. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 43 further comprising: 

s e cond c i ph e r master key creating means for choosing th e s e cond c i ph e r a_ 
master key used to decipher the first e nc i pher e d c i ph e r medium key read from the 
recording medium , the master key chosen using a formula that includes bas e d on th e 
r e cording medium identification information read from the recording medium; and 

f i rst ciph e r medium key deciphering means for deciphering the f i rst c i ph e r 
medium key e nc i ph e r e d by m e ans of th e s e cond c i ph e r k e y cr e at e d . 

47. (Currently Amended) The information reproducing apparatus according to 
claim 6 wherein, the recording medium contains e nciph e r e d c i ph e r k e y cr e at i ng 
i nformat i on enciphered contents key generation information obta i n e d by e nciph e r i ng th e 
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ciph e r k e y cr e at i ng i nformat i on for cr e ating th e c i ph e r k e ys us e d to e nc i ph e r th e 

cont e nts i nformation ; and further comprising: 

c i phor k e y cr e at i ng contents key generation information deciphering means for 
deciphering the onciphored c i phor koy creating contents key generation information by- 
means of tho f i rst c i ph e r using a medium key; and 

c i ph e r k e y cr e at i ng contents key generating means for generating a contents key 
using the contents key generation information creat i ng tho ciphor koy based on th e 
ciph o r key cr e at i ng i nformat i on doc i phorod by th e f i rst c i pher k e y . 

48. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 43 wherein, the management information shows the access positions for 
contents information by means of the time information of the contents information and 
the addresses on the recording medium. 

49. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 48 wherein, the contents information is inputted by transport streams 
prescribed by the MPEG 2 systems; and 

the management information shows the access positions for the contents 
information by means of the time stamps of the transport streams and the addresses on 
the recording medium. 

50. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 43 wherein, as access positions described in the management information, 
positions where random accesses are possible for the contents information are 
extracted. 
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51. (Currently Amended) The information reproducing apparatus according to 
claim [[6]] 50 wherein, the contents information is inputted by transport streams 
prescribed by the MPEG 2 systems; and wherein 

for access positions described in the management information, transport packets 
each containing a sequence header code are extracted. 

52. (Canceled) 

53. (Currently Amended) The information recording/reproducing apparatus 
according to claim 1 1 further comprising: 

receiving means for receiving , from another device, enciphered contents 
information and a contents key th e ciph e r k e ys used to encipher the contents 
information transm i tt e d from oth e r apparatus e s by m e ans of communicat i on m e ans ; 

onrl 
CrTTCr 

ciph e r contents key enciphering means for enciphering the contents key cr e ating 
e nc i ph e r e d ciph e r k e ys obtain e d by e nciph e r i ng th e ciph e r k e ys by m e ans of th e first 
ciph e r k e y ; and 

ciph e r contents key deciphering means for deciphering the e nciph e r e d ciph e r 
keys contents key by means of a medium th e first c i ph er key, a&4 

wherein the contents information deciphering means deciphers the e nc i ph e r e d 
contents information received from the other device r e c ei v e d by m e ans of th e c i ph e r 
k e ys r e c ei v e d to obta i n cont e nts i nformation ; and 

wherein the recording means records the enciphered contents key ciph e r k e ys 
on the recording medium as the information for enciphering the contents information. 
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54. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44 53 further comprising: 

first ciph e r medium key creating means for choosing tho f i rst cipher the medium 
key used to encipher the c i pher koys contents key by using a formula that includes 
m e ans of th e recording medium identification information read from the recording 
medium. 

55. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44 53 further comprising: 

f i rst ciph e r medium key creating means for choosing the f i rst c i ph e r medium key 
used to encipher the c i ph e r k e ys contents key ; 

first ciph e r medium key deciphering means for deciphering the first ciph e r 
medium key us e d to d e ciph e r th e ciph e r k e ys by m e ans of th e s e cond c i ph e r using a 
master key; and 

s e cond c i ph e r master key creating means for choosing the s e cond c i ph e r master 
key used to encipher the medium first ciph e r kev . the master key created by m o ans of 
the using a formula that includes recording medium identification information read from 
the recording medium. 

56. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44 53 further comprising: 

s e cond c i ph e r master key creating means for choosing a master th e s e cond 
c i ph e r kev , the master kev used for deciphering the medium kev and chosen using a 
formula that includes recording medium identification information read from the 
recording medium for d e c i ph e r i ng th e f i rst ciph e r k e y onciph o rod and read from th e 
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r e cording m e d i um basod on th e r e cord i ng modium id e nt i f i cat i on information r e ad from 

th e r e cording m e d i um ; and 

first c i ph e r medium key deciphering means for deciphering the medium key using 
the master key e nciph e red by moans of tho socond cipher k e y cr e at e d , af>d 

wherein the c i ph e r contents key onc i ph e r i ng deciphering means deciphers the 
c i pher koys contents key received by the receiving means using the medium key by^ 
means of tho first c i ph e r k e y . 

57. (Currently Amended) The information recording/reproducing apparatus 
according to claim 11 further comprising: 

receiving means for receiving , from another device, enciphered contents 
information and th o c i ph e r k e ys a contents key used to encipher the contents 
information transmitt e d from other apparatus e s by commun i cation m o ans ; 

c i ph e r k e y cr e at i ng information creating means for creating contents key 
generation information c i ph e r k e y cr e at i ng information that can be used to generate the 
contents key cr o at o such ciph e r keys ; and 

c i ph e r k e y cr e ating contents key generation information enciphering means for 
creating enciph e r e d ciph e r k e v cr e ating enciphering the contents key generation 
information with the medium kev obtain e d by e nc i ph e r i ng the ciphor koy cr e at i ng 
i nformat i on cr e ated by tho f i rst ciph e r k e y , a*d 

wherein the contents information deciphering means deciphers the enciphered 
contents information roco i v e d by means of th e c i ph e r koy recoivod to restor e cont e nts 
i nformation ; and 
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wherein the recording means records the enciphered ciph e r key cr e at i ng 

contents key generation information on the recording medium as the information for 

enciphering the contents information. 

58. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44 53 wherein, the management information shows the access 
positions for contents information by means of the time information for contents 
information and the addresses on the recording medium. 

59. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44- 58 wherein, the contents information is inputted in the form of 
transport streams prescribed by the MPEG 2 systems; and wherein 

the management information shows the access positions for the contents 
information by means of the time stamps of the transport streams and the addresses on 
the recording medium. 

60. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44 53 wherein, as access positions described in the management 
information, positions where random accesses are possible for the contents information 
are extracted. 

61. (Currently Amended) The information recording/reproducing apparatus 
according to claim 44 60 wherein, the contents information is inputted in the form of 
transport streams prescribed by the MPEG 2 systems; and wherein 

for the access positions described in the management information, transport 
packets each containing a sequence header code are extracted. 

62. (Canceled) 
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63. (Currently Amended) The information recording method according to claim 16 
further comprising the steps of: 

receiving enciphered contents information and ciph e r k e ys a contents key used 
to encipher the contents information transm i tt e d from oth e r m e thods us i ng 
commun i cat i on m e ans ; 

deciphering the contents information using the contents key; 

enciphering the contents key using a medium key: 

cr e at i ng e nc i phorod c i ph e r k o ys obta i n e d by onc i phoring th e r e c ei ved c i ph e r 
k e ys by moans of th e f i rst c i ph e r k e y ; 

doc i pher i ng tho receiv e d onciph e rod contents i nformat i on us i ng th o r o c o ivod 
c i ph e r k e ys to r e stor e cont e nts i nformation ; and 

recording the enc i ph e r e d cipher k e ys contents key on the recording medium as 
the information for enciphering the contents information. 

64. (Currently Amended) The information recording method according to claim 63 
4§ further comprising the step of: 

choosing the first ciph e r medium key using a formula that includes us e d to 
enc i ph e r th e c i ph e r k e ys us i ng th e recording medium identification information read 
from the recording medium. 

65. (Currently Amended) The information recording method according to claim 63 
4€ further comprising the steps of: 

choosing the f i rst c i ph e r medium key used to encipher the contents key c i ph e r 
keys; and 
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choosing th o s e cond c i ph e r a master key used to encipher the medium fifst- 

c i ph e r key using a formula that includes the recording medium identification information 

read by from the recording medium. 

66. (Currently Amended) The information recording method according to claim 46 
33 further comprising the steps of: 

choosing th e s e cond c i ph e r a master key used to encipher the medium fifst- 
c i ph e r key e nc i ph e r e d and r e ad from th e r e cord i ng m e dium bas e d on th e using a 
formula including recording medium identification information read from the recording 
medium; 

deciphering the first c i ph e r medium key enciphered by the master key m e ans of 
th e cr e at e d s e cond ciph e r k e y ; and 

enciphering the contents key r e c ei v e d ciph e r k e ys using the first c i ph e r medium 

key. 

67. (Currently Amended) The information recording/reproducing method 
according to claim 16 further comprising the steps of: 

receiving enciphered contents information and c i ph e r k e ys a contents key used 
to encipher the contents information transm i tt e d from oth e r m e thods us i ng 
commun i cat i on m e ans ; 

creating c i ph e r k e y cr e at i ng contents key generation information that can be 
used to generate the contents key for cr e at i ng th e s e ciph e r k e ys bas e d on th e r e c ei v e d 
c i ph e r k e ys ; 
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cr e at i ng e nc i ph e r e d c i ph e r k e y cr e ating enciphering the contents key generation 
with a medium key i nformat i on obtain e d by e nciph e ring by th e first c i ph e r k e y th e 
cr e at e d c i ph e r k e y creating i nformat i on ; 

deciphering the e nc i ph e r e d contents information r e c ei v e d using the contents key 
c i ph e r k e ys r e c ei v e d to r e stor e cont e nts i nformat i on ; and 

recording the enciphered c i ph e r k e y cr e ating contents key generation information 
on the recording medium as the information for enciphering the contents information. 

68. (Currently Amended) The information recording method according to claim 4€ 
63 wherein, the management information shows the access positions for contents 
information by means of the time information for contents information and addresses on 
the recording medium. 

69. (Currently Amended) The information recording method according to claim 4€ 
68 wherein, the contents information is inputted in the form of transport streams 
prescribed by the MPEG 2 systems; and wherein 

the management information shows the access positions for the contents 
information by means of the time stamps of the transport packets and addresses on the 
recording medium. 

70. (Currently Amended) The information recording method according to claim 4€ 
63 wherein, as access positions described in the management information, positions 
where random accesses are possible for the contents information are extracted. 

71. (Currently Amended) The information recording method according to claim 4€ 
70 wherein, the contents information is inputted in the form of transport packets 
prescribed by the MPEG 2 systems; and wherein 
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for the access positions described in the management information, transport 

packets each containing a sequence header code are extracted. 

72. (Canceled) 

73. (Currently Amended) The information reproducing method according to claim 
21 wherein, the recording medium contains an enciphered c i ph e r k e ys contents key 
obta i n e d by e nc i ph e r i ng c i ph e r k e ys used to encipher contents information; and further 
comprising the step of: 

deciphering the enciphered contents key ciph e r k e ys by th e f i rst c i ph e r a_ 
medium key. 

74. (Currently Amended) The information reproducing method according to claim 
OA 73 further comprising the step of: 

choosing the f i rst ciph e r medium key used to decipher the contents key c i ph e r 
k e ys by m e ans of th e using a formula that includes recording medium identification 
information read from the recording medium. 

75. (Currently Amended) The information reproducing method according to claim 
3A- 73 further comprising the steps of: 

deciphering the f i rst c i pher medium key with a master key usod to d e c i pher th e 
c i ph e r k e ys by m ea ns of th e s e cond ciph e r k e y ; and 

choosing the s e cond ciph e r master key us e d to d e ciph e r th e f i rst c i ph e r k e y by 
m e ans of th e using a formula that includes recording medium identification information 
read from the recording medium. 

76. (Currently Amended) The information reproducing method according to claim 
24 73 further comprising the steps of: 
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choosing the a master s e cond ciph e r key for deciphering the e nciph e r e d f i rst 
c i ph e r medium key read from the recording medium , the master key chosen using a 
formula that includes b a c o d on th o recording medium identification information read 
from the recording medium; and 

deciphering the enciphered medium f i rst c i ph e r key by m e ans of th e cr e at e d 
s e cond ciph e r using the master key. 

77. (Currently Amended) The information reproducing method according to claim 
21 wherein[[,]] the recording medium contains enciphered contents key generation 
enc i ph e r e d c i ph e r k e y cr e ating information , the contents key generation information 
corresponding to a contents key used to encipher the contents information obta i n e d by 
e nc i ph e r i ng ciph e r k e y cr e at i ng i nformation for cr e at i ng c i ph e r k e ys us e d to e nc i ph e r 
th e cont e nts information ; further comprising the steps of: 

deciphering the e nciph e r e d c i ph e r k e y cr e at i ng contents key generation 
information using a medium key by m e ans of tho f i rst c i ph e r k e y ; and 

creat i ng th e ciph e r k e ys generating the contents key based on the ciph e r k e y 
cr e at i ng contents key generation information dociphorod by m e ans of th o f i rst ciph e r 

ivw y . 

78. (Currently Amended) The information reproducing method according to claim 
24 73 wherein, the management information shows the access positions for contents 
information by means of the time information for contents information and addressed on 
the recording medium. 
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79. (Currently Amended) The information reproducing method according to claim 
2A- 78 wherein, the contents information is inputted in the form of transport streams 
prescribed by the MPEG 2 systems; and wherein 

the management information shows the access positions for the contents 
information by means of the time stamps of the transport streams and addresses on the 
recording medium. 

80. (Currently Amended) The information reproducing method according to claim 
24- 73 wherein, as access positions described in the management information, positions 
where random accesses are possible for the contents information are extracted. 

81. (Currently Amended) The information reproducing method according to claim 
2A- 80 wherein, the contents information is inputted in the form of transport streams 
prescribed by the MPEG 2 systems; and wherein 

for the access positions described in the management information, transport 
packets each containing a sequence header code are extracted. 

82. (Canceled) 

83. (Currently Amended) An information recording/reproducing method according 
to claim 26 further comprising the steps of: 

during the recording process: [[,]] 

receiving enciphered contents information and a contents key cipher k o ys used 
to encipher the contents information transm i tt e d from oth e r methods by commun i cat i on 
m e ans , 

deciphering the contents information using the contents key; 
enciphering the contents key using a medium key: 
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cr e at i ng e nc i ph e r e d c i phor k e ys obta i n e d by e nc i pher i ng r e c ei v e d c i ph e r k e ys by 
m e ans of th e f i rst c i pher koy, 

d e c i ph e r i ng th e e nciph e r e d cont e nts informat i on r e ce i v e d by m e ans of th e 
r e c ei v e d c i ph e r k e ys to r e stor e cont e nts i nformat i on; and 

recording the e nciph e r e d ciph e r k e ys contents key ar e r e cord e d on the recording 
medium as the information for enciphering the contents information; and 

during the reproducing process:[[,]] 

deciphering the enciphered contents key using the medium key c i ph e r k e ys by 
m e ans of th e f i rst c i ph e r k e y . 

84. (Currently Amended) An information recording/reproducing method according 
to claim 26 83 further comprising the step of: 

choosing the first c i ph e r medium key using a formula that includes us e d to 
enc i ph e r tho c i phor koys by m e ans of the recording medium identification information 
read from the recording medium. 

85. (Currently Amended) An information recording/reproducing method according 
to claim 26 83 further comprising the steps of: 

choosing the f i rst c i ph e r medium key used to encipher the contents key c i ph e r 
keys; and 

choosing th o s o cond c i ph e r a master key used to encipher the first c i pher 
medium key by m o ans of th e using a formula that includes recording medium 
identification information read from the recording medium. 

86. (Currently Amended) An information recording/reproducing method according 
to claim 26 83 further comprising the steps of: 



-27- 



U.S. Application No.: 09/807,703 
Attorney Docket No.: 09812.0441 

choosing tho s e cond c i ph e r a master key for deciphering the medium fifst- 

e nciph e r e d c i ph e r key read from the recording medium , using a formula including bas e d 

on th e recording medium identification information read from the recording medium; and 

deciphering the f i rst e nciph e r e d c i ph e r medium key by m e ans of th e s e cond 
c i ph e r using the master key cr e at e d ; af*4 

wherein the ciph e r k e ys received contents key is afe deciphered using the 
medium key by m e ans of th e first ciph e r k e y . 

87. (Currently Amended) An information recording/reproducing method according 
to claim 26 further comprising the steps of: 

during the recording process:[[,]] 

receiving enciphered contents information and a contents key cipher koys used 
to encipher the contents information transmitt e d from other m e thods by commun i cat i on 
means , 

creating c i ph e r k e y cr e at i ng contents key generation information that can be 
used to generate the contents key for cr e ating th e s e c i ph e r k e ys bas e d on th e ciph e r 
k e ys r e c ei v e d , 

cr e ating e nc i ph e r e d c i ph e r k e y cr e ating enciphering the contents key generation 
information with a medium key i nformat i on obtain e d by e nc i ph e r i ng th e cr e at e d ciph e r 
k e y cr e at i ng i nformat i on by m e ans of th e first c i ph e r k e y , 

deciphering the received e nc i ph e r e d contents information using the contents key 
r e c e iv e d by m e ans of th e ciph e r k e ys r e c e iv e d to r e stor e contents i nformat i on , and 
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recording the enciphered contents key generation c i ph e r k e y cr e at i ng information 

on the recording medium as the information for enciphering the contents information; 

and 

during the reproducing process: [[,]] 

deciphering the enciphered c i ph e r k e y cr e at i ng contents key generation 
information by moans of tho first ciph e r using the medium key, and 

creating the contents key using c i pher k e ys basod on the c i ph e r contents key 
cr e at i ng generation information d e ciph e r e d by tho first c i ph e r k e y . 

88. (Currently Amended) An information recording/reproducing method according 
to claim 26 83 wherein, the management information shows the access positions for 
contents information by means of the time information for contents information and the 
addresses on the recording medium. 

89. (Currently Amended) An information recording/reproducing method according 
to claim 2§ 88 wherein, the contents information is inputted in the form of transport 
streams prescribed by the MPEG 2 systems; and wherein 

the management information shows the access positions for the contents 
information by means of the time stamps of the transport streams and the addresses on 
the recording medium. 

90. (Currently Amended) An information recording/reproducing method according 
to claim 28 83 wherein, as access positions described in the management information, 
positions where random accesses are possible for the contents information are 
extracted. 
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91. (Currently Amended) An information recording/reproducing method according 
to claim 26 90 wherein, the contents information is inputted in the form of transport 
packets prescribed by the MPEG 2 systems; and wherein 

for the access positions described in the management information, transport 
packets each containing a sequence header code are extracted. 

92. (Currently Amended) A recording medium wherein the following are 
recorded: 

enciphered contents information, 
information for enciphering the contents information, and 
processor readable management information that includes instructions for 
causing the computer processor to acc e ss process data at recording medium access 
positions on the recording medium , the recording medium access positions indicating 
addresses on the recording medium corresponding to a time stamp in the contents 
information. 
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